Self-Stabilizing Network-Layer Auto-Configuration
for Mobile Ad Hoc Network Nodes

Timothy K. Forde, Linda E. Doyle and Donal O’ Mahony
Centre for Telecommunications Value-Chain Research (CTVR),
Department of Electronic and Electrical Engineering and Department of Computer Science,
Trinity College, University of Dublin, Ireland

Abstract - This paper describes a self-stabilizing protocol which
enables the reactive auto-configuration of multi-protocol mobile
ad hoc network nodes. The spatially and temporally diverse
nature of ad hoc networks suggests the development of a more
sophisticated network-layer that enables the network’s nodes to
choose their preferred routing protocol from an array of protocols
with varying abilities. However, the configuration of such a
dependent variable, and one with network-wide significance, is a
non-trivial task in a distributed system. This paper focuses on the
problems that arise in developing a configuration protocol which
does not compromise the inherent distributed, open and
infrastructure-independent traits of an ad hoc networking system.
Self-stabilization is identified in this paper as a suitable technique
on which to base such a robust and distributed autonomous
configuration protocol. The protocol takes the form of a Stateless
Configuration Initialisation (SCI) protocol which is coupled with a
Configuration Conflict Detection & Resolution (CCDR) protocol.

Keywords: Auto-configuration, Mobile Ad Hoc Networks, Routing,
Self-Stabilization.

I. INTRODUCTION

A mobile wireless ad hoc network is an autonomous
collection of routers that have the ability to dynamically and
rapidly form networks without the use of any centralised
network infrastructure using wireless communication
technologies. Ad hoc routing protocols are at the core of ad
hoc networks as they allow remote nodes to communicate
without resorting to primitive flooding techniques. It is well
established in the literature that a one-size-fits-all approach
with regard to the choice of optimum routing protocol does not
suffice [1], [2], [3], [4]- Rather, in keeping with the distributed
and ad hoc nature of these networking systems, it would be
preferable to design a networking system that allows nodes to
dynamically configure and utilise the most suitable ad hoc
routing protocol [5], [6]. Divergent user scenarios and
networking conditions, as exemplified by node mobility, node
density and traffic loading, demand networking protocols
which are tailored to their requirements.

To this end, we propose a flexible network-layer which has
access to a suite of distributed ad hoc routing protocols at
runtime. In a distributed system such as a mobile ad hoc
network, the routing protocol is a dependent feature of the
network-layer, i.e. for two adjacent nodes to communicate they
must operate the same protocol. Normally, the static
configuration of one protocol across the entire network
addresses this issue. However, it constrains such a temporally
and spatially divergent system. Our introduction of the concept
of the ad hoc routing protocol as a variable parameter of the
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network-layer necessitates the development of a technique
which enables distributed and autonomous nodes to organise
this variable, but dependent, parameter which has
network-wide scope. To this end, we propose a self-stabilizing
network-layer auto-configuration protocol that enables the
nodes to collaboratively organise their network-layer routing
protocol configuration such that a uniform choice is made
across regions of connected nodes.

Section II describes the specific objectives of the
auto-configuration protocol and reviews related work. Section
IIT examines a node’s ability to observe its environment using
ambient signalling. Section IV presents an overview of the key
concept of self-stabilization. Section V describes the detail of
the self-stabilizing auto-configuration network-layer protocol
while Section VI concludes the paper.

1. AUTO-CONFIGURATION

A. Protocol Problem Specification

The aim of the network-layer auto-configuration protocol is
simple: each node must operate the same protocol as its
neighbours. Accordingly, the state of the network, when
viewed as the union of the states of its constituent nodes, must
be consistent and stable in the presence of disruptive events.

The specific auto-configuration problems which are
considered in this paper revolve around naturally occurring
networks events which are experienced during the life-cycle of
a mobile ad hoc node, e.g. network mergers, node migration.
The auto-configuration protocol must correct the state of the
network when incompatibly configured nodes impinge on each
other as a result of such network events. Alternatively, nodes
may also become incompatibly configured if they proactively
reconfigure themselves in response to changed networking
conditions, a concept beyond the scope of this paper.

Figure 1. A Node Migrates from One Network to Another.

Consider Node 1 which migrates from one network to
another, differently-configured, one, Fig. 1. Node 1 must adapt
to the prevailing routing protocol configuration in Network B
in a timely manner. In the more complex case, shown in Fig. 2,
where two differently-configured networks merge, i.e. where
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the two networks come to occupy the same ether, one of the
networks should yield to the other network and adapt to the
prevailing network-layer technology.

Figure 2. Two Networks Merge

B. Related Work on Auto-configuration

The notion of variable network-wide parameters already
exists in the ad hoc networking domain in the form of dynamic
node addressing. The concept of router address
auto-configuration lends itself to the task of designing a
network-layer protocol auto-configuration component [7], [8],
[9]. The configuration of unique addresses and the
configuration of a uniform routing protocol across a region
have orthogonal configuration objectives; the former seeks
nodal-configuration ~ heterogeneity,  the  later  seeks
nodal-configuration homogeneity. Whilst acknowledging the
differences between the two objectives, it is noted that
addresses and routing protocols are both dependent and
variable parameters of the network. Addresses and routing
protocols have non-local significance in a network as
collaborating nodes must use both unique addresses and
uniform routing protocols to provide end-to-end connectivity.

Analysis of the address auto-configuration literature reveals
that there are two primary approaches to the collaborative
auto-configuration of addresses in ad hoc networks: consistent
stateful ~approaches or possibly-inconsistent stateless
approaches. The stateful techniques involve all nodes having
complete knowledge of the address configuration of every node
in the network. A node is configured with a new address based
on the active cooperation of all other nodes. There is no
ambiguity in the network as regards the configuration of any
node. On the other hand, the stateless techniques adopt a more
localised approach in which global state knowledge is not
required. Rather, nodes tentatively configure addresses based
on local information and configuration conflicts are resolved as
and when they are detected. The literature has shown that
signalling overhead involved in the stateful techniques to be
high, whilst the configuration inconsistencies incurred by the
lower-cost stateless techniques are readily surmountable.

III. A NODE’S PERSPECTIVE USING AMBIENT SIGNALLING

The auto-configuration of a multi-protocol network-layer
should not burden the network. The protocol should be
sympathetic to the underlying design of the core routing
protocols, rather than working against them and detracting from

their desirable traits which have been tailored to their operating
environment. We argue that the use of proactive network-layer
signalling in the course of using a reactive network-layer
routing protocol would be detrimental to the performance of the
routing protocol since there is generally a per-packet cost in
accessing a wireless medium. A reactive routing protocol
throttles back its signalling overhead when demand for its
network-layer service falls off. It is therefore desirable that a
node should use ambient signalling, i.e. learn from signals that
are generated by the core routing protocols, to gather network
information rather than originate its own signalling overhead.
The design of a network-layer auto-configuration protocol
revolves around a node’s ability to make pertinent observations
about the environment in which it is operating. A node’s ability
to make such observations, based on ambient signalling
techniques, is characterised by a number of network-layer and
physical-layer properties: the signalling activity of the
network-layer, the quality of the node-to-node radio links and
the connectedness of the node.
= Active or Inactive Signalling: actively signalling nodes are
nodes that issue packets on a regular basis, i.e. frequently
enough to suit a node’s routing protocol so that it may discover
and maintain connections with neighbouring nodes: the specific
minimum intervals depend on the protocols’ specifications.
= Link Quality: node-to-node links may be characterised by
their quality, i.e. whether or not the links are symmetric or
asymmetric. The bidirectional link between any pair of nodes
may be considered to be composed of two asymmetric (or
unidirectional or anti-symmetric) links; one from node u to
node v, the other from node v to node u, Fig. 3. Using this link
model, it may be said that each node has an incoming link from
its neighbour and outgoing link to its neighbour. If the link
between the two nodes is asymmetric, then it may be the node’s
incoming link or its outgoing link that is down. In Fig. 3a,
while node u’s outgoing link to v is down, it can receive a
signal from node v.

o+0 A = 030

(a) (b)

Figure 3. Link Asymmetry may Occur in the Incoming or Outgoing Direction

Such asymmetric links are accommodated in routing protocols
such as AODV, DSR and OLSR and should consequently be
tolerated in an auto-configuration protocol.

= Connectedness: as a consequence of the above-mentioned
properties, a node will not always have a full view of its
neighbourhood. A node can only know of nodes that it receives
messages from. In the case where a node’s incoming link is
down, the node cannot independently infer whether its outgoing
link to another node is up or down. The possibility of
asymmetric link quality means that local state knowledge can
vary from node to node; in essence it means that the
neighbourliness of two nodes is not always mutual. This has an
impact on the types of techniques that can be used in designing
robust network-layer protocols. We categorise a node as being
either isolated from the network, i.e. it has no neighbours, or
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connected to the network. A node can establish the fact of its
isolation by querying its Route Cache’s Neighbourhood Table.

To summarise the effects of these network-layer and
physical-layer characteristics on a node’s local network
perspective, it is helpful to review Fig. 4, which depicts a
variety of nodes experiencing the various aforementioned
characteristics. In the first case, two groups of nodes occupy
the same physical area and ether to the left of Fig. 4. One group
of nodes is configured to use AODV (circular nodes), the other
DSR (hexagonal nodes). As a consequence of a lack of service
demand from higher layers, all of the reactive nodes in this
region are silent, leaving them isolated after a time. The
absence of signalling in this region means that Node 7 is
unaware of the neighbouring presence of Nodes 1, 32, 34, 36,
35, 38 and 33 which are with transmission range of it. While
Node 7°s immediate possible neighbourhood consists of a mix
of both AODV and DSR nodes, the configuration of these
nodes has no relevance to Node 7 as it has not attempted to
connect to the network. As such, as an inactive node, in the
presence of other inactive nodes, there is no conflict between
Node 7 and its neighbour’s configurations. Problems would
only arise if such a node, or nodes neighbouring it, became
active in which case the affected nodes would have to deal with
a merger event.

Figure 4. The Effects of Node Isolation and Signalling Activity

In the second case, an active but isolated OLSR (square
node) node, Node 29, is moving towards the active region of
DSR nodes to the right of Figure 4. As the region of DSR
nodes is active, these nodes are connected to each other and are
somewhat aware of each others presence, in so far as the
node-to-node link quality allows. As Node 29 encroaches on
the DSR region both it and the nodes that it impinges upon will
detect each other due to the signalling being generated by the
routing protocol or packet-switching components of their
network-layers. Such signalling, together with both Node 29’s
and the DSR region’s awareness of their connectivity status
should enable them to resolve the configuration conflict by
means of Node 29 adopting the DSR protocol.

In summary, in the absence of network-layer activity there is
no need for a node to actively pursue corrective action.
However, when network-layer activity restarts, the information
needed to auto-configure the network should be provided by
the signalling generated by the core network-layer protocols.

SELF-STABILIZATION

Self-stabilization [10], a concept that was originally
pioneered in 1973, when Edsger W. Dijkstra [11], focuses on
the ability of a system to converge, within a finite number of
steps, from an arbitrary state to a state that exhibits desired
system behaviour. In other words, a protocol would be said to
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be self-stabilizing if its specification does not require a
particular initial state to be imposed on the system to ensure the
correct behaviour of the protocol.

Awerbuch et al. [12] and George Varghese [13], have
refined the concept of self-stabilization by introducing the
notions of local checking, local correction and counter flushing
among other concepts. In the networking context, the global
state of a network is defined as the local state of each node and
link, i.e. the messages on the link passing between nodes.
Simply and briefly put, the network model is represented in the
usual manner by a symmetric, directed graph. Each link in the
system may be viewed as an individual subsystem. For every
pair of nodes, i.e. each link, there is an arbitrary leader, the
selection of which may be a function of the nodes’ addresses.

The main thrust of the idea behind local checking is that for
many protocols it can be shown that whenever the protocol is in
an illegal global state some link subsystem must also be in an
illegal state. The efficiency of this approach compared to a
centralised global checking one is that state information does
not have to be collated at a central node before it is checked for
consistency. Each link subsystem can be checked in parallel.

Global
System (or
Network)

Link
Subsystem‘

Figure. 5 One Global Network, Eight Local Link Subsystems

Correct network behaviour, reflecting the objectives of the
network protocol is characterised in the form of a set of
legitimate states, or predicates. A predicate is simply a property
or attribute of the network that can be affirmed or denied by
some means, often taking the form of an evaluation function. In
practical software coding terms, predicates will often take the
form of iffelse statements that may evaluate conditions
(predicates) and control the execution of subsequent protocol
steps. A protocol is said to be stabilized when it reaches a
global legal state. A network protocol is locally checkable if it
has been designed such that whenever the protocol is in a bad
state, some link subsystem is also in a bad state and that link
subsystem can detect this fact locally. Fig. 5 shows a single
networking system of seven nodes which can be viewed as
consisting of eight overlapping link subsystems. Link
subsystem #5 consists of nodes # and v and the links between
them. The local state of the (u, v) link subsystem consists of the
4-tuple of the states of nodes u# and v, and the states of the
anti-symmetric links connecting them, i.e. # to v and v to u.

A local predicate of the global system (or network in this
case) is defined in terms of a subset of the local states of that
network. Specifically, a local predicate of the network for the
(u, v) link subsystem is based on a subset of the states of the (u,
v) link subsystem. A local predicate is defined such that only
when the local link subsystem of the network, on which it is
defined, is in a valid state should the local predicate be satisfied
or hold true. A link predicate is the term used to describe the
collection of local predicates, i.e. one for each link subsystem
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in the network. So, for the network depicted in Fig. 5, the link
predicate would be the set of the eight local predicates for each
of the eight link subsystems. Link predicates are defined such
that only when the entire network is in a valid state should the
link predicate, as manifested by the subset of states of each of
the local link subsystems, be satisfied or hold true.

A. Local checking

The global state of a network protocol is locally checkable
using a link predicate set if the global state can be represented
by the conjunction of all the local predicates making up the link
predicate set. Roughly speaking, the network depicted in Fig. 6
can be seen to be in an illegal state, with regard to the goals of
the auto-configuration protocol, as one of its link subsystems is
invalid. Link subsystem #1 is in an illegal state as a
DSR-configured node is connected to an AODV-configured
node. According to the objective of the auto-configuration
protocol, neighbouring nodes should operate the same protocol.
If the invalid link subsystem was corrected by some means then
the entire network would enter a globally legal state. The issues
that arise are as to how nodes in the bad link subsystem detect
the illegal state and how they correct the link subsystem.

Figure. 6 A Network Featuring An Illegal Link Subsystem

If Node 4 were to attempt to correct the subsystem by
configuring itself to use DSR, then link subsystem #1 would be
corrected, but the other link subsystems overlapping at Node 4
would be invalidated. To address such a problem, the design of
a locally checkable and correctable self-stabilizing protocol
demands that the local predicates be closed for local checking
to be possible. Local predicates are often two-way, i.e. they
involve the state of node u, the state of node v, and the state of
the links intervening between the two nodes, i.e. the link from u
to v and the link from v to u. A local predicate of the network,
which is defined by the state or configuration of the link
subsystem, is closed if the predicate still holds when the state
of the link subsystem has been subjected to a legal state
transition by the network protocol controlling the configuration
of the global system. Basically, the protocol must include some
rules that detect and exclude data that could send it into an
arbitrary state, assuming it is initially in a correct state.

Link Subsystem (v, w)

Link Subsystem (u,
Figure.7 Two Overlapping Link Subsystems

To clarify the purpose of local predicate closure, consider the
system illustrated in Fig. 7 which consists of the two
overlapping (1, v) and (v, w) link subsystems. The validity of
the global state of this system is equivalent to the conjunction
of the two local predicates, L(u, v) and L(v, w). It may occur
that one local predicate in this system is always false and that

the false predicate is constantly changing from L(u, v) to L(v,
w). As the system is asynchronous, the predicates cannot be
checked all the time; they can only be checked on a periodic
basis. Therefore, the checking procedure may never detect that
there is a fault in the system as the fault continually moves
from one link subsystem to the other. This is possible if the
protocol can be driven between illegal and legal states by
arbitrary state transitions that are not controlled by the protocol.
If the network protocol precludes the possibility of corruption,
i.e. if the protocol detects bad values and ignores them, then
state transition cannot be caused by spurious or corrupt data.

B. Separable Local Predicates and One-way Checking

If the local predicates are chosen such that they are closed,
then a snapshot technique can be used to check the state of the
local predicate, and thereby to check the global state of the
network protocol. Snapshot techniques generally employ a
two-way mechanism whereby the leader of the link subsystem,
node u, issues a Snapshot Request to the node v, expecting a
Snapshot Response in return, Fig 8(a). The response would
record pertinent state information regarding the state of node v.

Link(u>v)

2| Tx

One-way
Checking

Figure. 8 Two-Way Snapshot and One-Way Checking

However, it has been noted that the typical mobile wireless
ad hoc network is susceptible to the occurrence of asymmetric
links. This link characteristic renders the use of the two-way
snapshot local checking technique unworkable. An alternative
and faster one-way snapshot technique has been identified as
being suitable under certain imposed conditions [13]. In order
to use this technique, the local predicate must be separable in
addition to being closed. A separable local predicate is one that
may be split into two one-way predicates; one one-way
predicate for each link direction. The link predicate for the link
subsystem illustrated in Fig. 5, which is dependent on the state
of nodes u and v and the state of the two anti-symmetric links
intervening between them, is split into two one-way predicates
O(u, v) and O(v, u). One-way predicates are designed such that
both one-way predicates must independently hold true for the
local predicate to hold true. The one-way predicate O(u, v) is
checked by node u and is dependent on the state of local
variables at node u and the state of node v as described by a
message sent from node v to node u over the link. It should be
keenly noted that the one-way predicate O(u, v) does not
involve the state of the local variables at node v or the link
from node u to node v. The other one-way predicate for the (u,
v) link subsystem, O(v, u), depends on the state of local
variables at node v and the state of node u as described by the
message sent from node u to node v over the link. In essence,
the one-way predicate at node u, for any of its link subsystems,
is only dependent on its own state variables and the messages
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from the other nodes in its various link subsystems regarding
their state.

It has been shown in [13] that if the network protocol is
one-way checkable, then it can be locally checked by periodic
sending of state, i.e. if nodes u# and v periodically send the
pertinent state information to each other, then both nodes can
check their one-way predicates for violations in lieu of using a
two-way snapshot mechanism. As shown in Fig. 8.b, nodes u
and v can send state information to each other at time t,, rather
than checking the link predicate using the slower two-phase
approach depicted in Fig. 8.a.

C. Local Correction

A network protocol is locally correctable if an arbitrary (or
illegal) global state can be corrected to a desired legitimate
global state by applying independent local actions, thus leading
to fast and robust stabilization. [13] has proposed the use of a
local reset mechanism to restore the local predicate at a link
subsystem. Since overlapping subsystems may attempt to
correct themselves at the same time, the correction of one
subsystem may invalidate the correctness of another
overlapping subsystem and may lead to so-called corrective
thrashing between the overlapping subsystems. This would
occur when subsystems are dependent on each other, and when
the dependency is cyclic. Referring back to Fig.7 if the (i, v)
subsystem was dependent on the (v, w) subsystem, then the
correction of the (v, w) subsystem may cause the (u, v)
subsystem to become invalidated. However, if the subsystems
can be designed to be independent of each other or if an acyclic
dependency can be imposed on them, then the corrective
thrashing can be avoided. Referring to Fig. 7, the stability
property demands that the application of a local reset function
at node u with respect to node v cannot affect the local
predicate of the (v, w) link subsystem. An acyclic dependency
relation can be assured by imposing a partial order on the link
subsystems. If the link subsystem (u, v) is less than the (v, w)
link subsystem, with respect to the partial order, then the time
taken to correct the system is, at most, proportional to the
length of the acyclic dependency chain.

V. SELF-STABILIZING NETWORK-LAYER AUTO-CONFIGURATION

A. Introduction

The aim of the auto-configuration protocol is simple; each
node should operate the same protocol as its neighbours. As a
node only needs to be compatible with its immediate one-hop
neighbours, this allows the protocol to be designed around a
near-stateless approach which is similar to the stateless address
configuration protocols that combine weak global consistency
with a local configuration conflict detection algorithm. The
scheme is near-stateless, rather than stateless or stateful, as,
while it does not require complete knowledge of the global
state of the network, it does rely on information about the state
of the local neighbourhood.

The design of the auto-configuration component is split into
two distinct protocols: the Stateless Configuration Initialisation
(SCI) Protocol and the self-stabilising Configuration Conflict
Detection and Resolution (CCDR) Protocol. The SCI protocol
deals with the configuration of a single node when it boots up.
The node’s routing protocol is tentatively configured and some

state variables necessary for the operation of the CCDR
protocol are configured. Once the SCI protocol has configured
those network-layer parameters it terminates and the CCDR
protocol becomes operable. The protocols are presented in a
number of stages. Local variables and messages that form the
basis of the protocols are discussed in subsection B. In
subsections C and D, the SCI protocol and the CCDR protocol
are presented.

It is also necessary to bear in mind that the
auto-configuration protocol is but one enabling element of the
multi-protocol network-layer built on the Dublin Ad hoc
Wireless Network (DAWN) stack [14]. DAWN is a real ad hoc
network testbed that facilitates experimentation with ad hoc
networks on all levels from the application layer to the physical
layer (e.g. at the security layer, routing layer, MAC layer etc.).
At the network-layer of a DAWN communication stack,
multiple routing protocols may be run concurrently and
protocols can be dynamically started up, closed down and
replaced at runtime. The DAWN stack also supports the
creation of internetworks of independent, heterogeneously
configured, ad hoc regions (or autonomous domains) and the
proactive reconfiguration of such regions in response to
changed networking conditions. As such, certain
region-to-region bridge nodes can simultaneously operate any
pair of routing protocols. In describing this protocol, we
consider a multi-protocol network-layer which allows a node to
choose from AODV, DSR or OLSR.

B. Local State Variables and Node Status Messages

Consider Fig. 9 which depicts a network that is composed of
two contiguous regions of nodes. The region on the left uses
DSR and the region on the right uses OLSR. Each
node-to-node pair of connected nodes forms a link subsystem.

DSR Netwogk’/ \\ LTI
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> v 10 \‘
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L OLSR Network
(u, v) Link Subsystem \\__Re’gion- RSN: 221

Figure. 9 One Network, Two Heterogeneously Configured Regions

The (u, v) link subsystem is fully described by the local
states of the two nodes and the messages that intervene
between them. Each node’s Neighbourhood Table contains
additional data fields for each neighbour entry to record the
information that is carried in Node Status packets which are
issued by each neighbouring node. These local state variables
are used in the operation of the protocol. Each entry in a node’s
Neighbourhood Table is managed in accordance with the
associated routing protocol, i.e. each neighbour is entered and
removed as dictated by the implicit or explicit route deletion
rules for each ad hoc routing protocol.

Active Routing Protocol: This variable simply records the
routing protocols that the node is configured to use. The first
protocol to be configured in the node is referred to as the A
protocol and the second one to be configured, if the need arises,
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is the B protocol. The protocols’ Region Sequence Numbers
are also tagged as A or B protocol entries.

Region Sequence Number: The Region Sequence Number
(RSN) uniquely identifies a region of uniformly configured
nodes to which the node is presently connected. The RSN is
motivated and discussed in the next section. Node « records its
RSN as 143 (for the DSR region) and 221 (for the OLSR
region) and Node v records its RSN as 221.

Node Status Messages:. A Node Status message is carried in
every packet sent by every node, regardless of the main payload
of the packet. The Node Status message has local scope only
and is not repeated by any node. The Node Status message
contains the RSN, the Active Protocol value and the Degree
value of the node that issues the Node Status message. The
Degree value indicates whether the issuing node is connected
or not. A connected node will declare a non-zero Degree value,
whereas an isolated node will declare a Degree value of zero. If
the node is operating two protocols simultaneously this means
that it is currently connected to two differently configured
networks, or regions. As such, the node will maintain the RSNs
of the two regions to which it is connected and will attach two
Node Status headers to every packet that it issues. Thus, the
complete state of the node’s protocol configuration, i.e. that it
is simultaneously operating two protocols, is revealed to nodes
receiving the Node Status messages. Node u, in Fig. 9, would
attach two Node Status headers to the packets that it broadcasts,
one for the DSR region and one for the OLSR region.

C.  Stateless Configuration Initialisation (SCI) Protocol,
Region Sequence Number (RSN)

The auto-configuration component is triggered as soon as a
node is booted up; the component immediately engages the
Stateless Configuration Initialisation (SCI) protocol. As part of
the initialisation process, each node must configure its RSN in
addition to its ad hoc routing protocol. The description of the
RSN and the SCI protocol are presented in tandem.

Region Sequence Number: The purpose of the RSN is to
give a unique identity to regions of nodes that are not
like-configured. It is used by the CCDR protocol which
employs the concept of self-stabilization technique of local
checking and local correction. As noted in Section IV, it
necessary to impose a partial order on dependent link
subsystems so that they may be corrected locally. Within the
context of this work, groups of link subsystems operate the
same ad hoc routing protocol on a regional basis. Local
correction is applied locally by nodes with reference to their
regional configuration. In short, a partial order has to be
imposed on regions which are not like-configured. Applying
the same reasoning used for local correction of a link
subsystem to a regional subsystem of the network, i.e. applying
it to groups of link subsystems, it is possible to construct stable
local predicates if an acyclic dependency can be enforced on
heterogeneous regional subsystems of the network.

As such, an identifier must be unique to each homogenous
region of nodes and must also be independently computable.
The identifier must also be independent of the actual routing
protocol configuration of that region.
= The identifier must be unique as it is to be used as an
arbitrary tie-breaker between regions of nodes. If the identities
of two regions are guaranteed to be unique then it is possible to

use the regions’ identities to arbitrarily influence their actions
in a resolution of some configuration conflict, i.e. to construct a
partial order using such identities.

= The identifier should be independently computable in order
to reduce the overhead necessary to maintain it in a fully
distributed system.

= The identifier must be independent of the actual routing
protocol configuration for the region, i.e. the value of the
identifier should not be determined solely by the node’s current
routing protocol, or state. The auto-configuration component is
not concerned with the suitability of the routing protocols and,
consequently, the identifier should not favour any particular
protocol. An identifier based solely on a node’s current
protocol would give an arbitrary, yet permanent, advantage to a
protocol. For example, if DSR nodes had an TANA-like
identifier of 33 and OLSR nodes a value of 17, then the use of
such identifiers would always place DSR above OLSR.

In order to address each of the abovementioned
requirements, the proposed network identifier takes the form of
a novel sequence number, the RSN, that cycles though a
sequence of prime numbers dictated by the protocol-to-protocol
transitions that occur within each network region. Each unique
protocol-to-protocol transition, i.e. a change from using one
protocol to using another protocol at runtime, is assigned an
arbitrary prime number value, Fig. 10. The RSN is
independently incremented by a node whenever it undergoes a
protocol change, e.g. if a DSR node changes over to OLSR it
increments its RSN by 11. If a region of nodes undergoes such a
change, then each node can independently modify its RSN so
that the entire region then has the same identity.

Initial AODYV Seed Value: 2

Initial DSR Seed Value: 3

Figure. 10

The Three Possible RSN Cycles

Referring to Fig. 10, it is possible to see that a node’s
identifier, which will be seeded by one of three unique, prime,
protocol identifiers (AODV:2, DSR:3, OLSR:5), will then
cycle through a sequence of prime numbers upon each protocol
transition. As the sequence number is dependent on the
protocol-to-protocol transitions, and as the transitions are
identified by these unique prime numbers, then two regions can
only ever have the same RSN if they were initially configured
to the same protocol and then subsequently experienced the
same protocol-to-protocol transitions. In sum, two regions can
never have the same RSN unless they are like-configured and,
importantly, the RSN is independent of the current regional
routing protocol configuration.

Stateless Configuration Initialisation: The unconfigured
node tentatively configures itself by executing the following
steps. Firstly, the node randomly chooses one of the routing
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protocols available to it; AODV, DSR or OLSR. As illustrated
in Fig. 11, the node then increments its RSN from zero to the
protocol’s prime number value, e.g. a node that picks DSR will
now have a RSN of 3. In the second step, the node randomly

chooses one of the protocol-to-protocol transition open to it.
0 0

*
“m

Unconfigured Node

Random initial

+2 +3
protocol selection
Random transmon
selection +7 +17 . +23 +11 +13 +19
=9 =19 =26 =14 =18 =24
Figure. 11 Two-Round Initial Random Protocol Selection

Again referring to Fig. 11, a node that initially chose DSR
can now randomly choose between AODV and OLSR. The
node then increments its RSN by the protocol-to-protocol
transition value. For example, if the node had initially chosen
OLSR, and then transitioned to AODV, it would now have a
RSN of 18. The node now has it’s A protocol configured,
completing the costless stateless initialisation process. The
two-round process has the effect of giving each protocol a
chance to dominate in the early stages of network creation as
each region may be initialised with a high or low RSN. As
shown in Fig. 11, a DSR node may have a RSN of either 9 or 24
and an OLSR node may have a RSN of either 14 or 19.

The RSN is 1 byte long, i.e. it ranges from 9 to 255, and uses
the following wrap-around-proof technique to compare RSNs.
This technique is used in the OLSR protocol [15]. RSN1 is said
to be "greater than" the RSN2 if, and only if: (RSN1 > RSN2
&& (RSN1 — RSN2) <= (255-9)/2) || (RSN2 > RSN1) &&
(RSN2 - RSN1) > (255-9)/2). Thus when comparing two RSN,
it is possible, even in the presence of wrap around, to determine
the order of the sequence numbers. Also, when a RSN cycles
through, or to, zero, the protocol-to-protocol transition that
takes it past 255 is matched to the nearest initialisation value
for that protocol, e.g. if an OLSR to DSR transition wraps
around to 12, the number is incremented to 14 so that it aligns
with nodes which may have just initialised to OLSR. This
process preserves the integrity of the RSN. The configured but
isolated node is now in a legal state and is ready to network
with other nodes.

D. Configuration Conflict Detection and Resolution (CCDR)
Protocol

In order to develop the CCDR protocol it is necessary to
identify local predicates for the global system that are closed,
stable and separable. The auto-configuration link predicates
will hold true when the local predicates at each of the link
subsystems in the network hold true. The local predicates will
be described in terms of isolated and connected nodes, which
have been configured by the SCI protocol, and the Node Status
messages that pass between two nodes in each link subsystem.
The protocol handles any disruptive events, whether those
described in Section II or the purposeful reconfiguration of
nodes.

While [13], [14], did not allude to the effects of dynamic
network topologies on the use of such techniques, they do show

that a self-stabilizing system can be composed of individually
self-stabilizing components. Since the underlying ad hoc
routing protocols are inherently self-stabilizing, the effects of
the changing topology of an ad hoc network on the CCDR
protocol can be mitigated by incorporating the information
regarding such changes into the CCDR protocol’s design.

In the main, the legal global state only permits
homogeneously configured node-to-node links. However, as
regional variations in the configuration of nodes are an integral
part of the networking system made possible by the flexible
multi-protocol ~ network-layer, = the  auto-configuration
component must allow for the existence of intermediary nodes
that enable regions to internetwork and co-exist. Consequently,
two heterogeneously configured regions may be linked by
means of intermediary Boundary nodes operating two protocols
simultaneously.

Therefore, the CCDR protocol is based on two separable
local predicates. The first predicate checks that a node is
configured correctly with regard to the last node from which it
has received a Node Status message; this predicate ensures the
homogeneity of a region’s configuration. The second predicate
ensures that a Boundary node, operating two protocols
simultaneously, is configured correctly with regard to those
nodes for which it is acting as an intermediary.

General Homogeneity Predicate: The first predicate states
that Node u, the receiving node should operate at least one ad
hoc routing protocol which Node v, the sending node, operates.
It also says that whenever Node # and Node v do operate the
same ad hoc routing protocol(s), that Node u’s RSN should be
greater than, or equal to, Node v’s RSN for the corresponding
ad hoc routing protocol.

Boundary Node Heterogeneity Predicate: The second
predicate is based on Node u’s Neighbourhood Table entries. It
says that Node u should only continue to operate two routing
protocols if, for both protocols, it has at least one neighbour
that is only operating each of those routing protocols. For
example, if Node u is operating both OLSR and AODV, then
there should be at least one neighbour that only operates
AODV and at least one neighbour that only operates OLSR.

Both of these predicates are closed; the second predicate is
only dependent on local state variables which are controlled by
the CCDR protocol itself or the underlying ad hoc routing
protocol which adds and removes entries to and from the
Neighbourhood Table. Likewise, the first predicate is only
dependent on information carried in Node Status messages and
the local state variables. The integrity of the Node Status
message is guaranteed to be in sequence and unduplicated. This
is achieved by means of a counter flushing technique. All
corrective action taken by Node u is taken locally. Node u
reacts to the violation of either predicate by changing its own
configuration, either its ad hoc routing protocol or its RSN, or
both. The protocol operates by setting Node u’s values to
correct the link subsystem rather than attempting to adjust the
state of both nodes in the subsystem.

Predicate One: Local Checking and Local Correction:
When Node u detects that it is not operating the same protocol
as Node v, it must compare its position in the dependency
hierarchy, relative to Node v’s reported position, before taking
corrective action. Two dependencies are imposed on link
subsystems in this protocol. Firstly, all isolated nodes are
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equally independent, i.e. each isolated node is a system
consisting of one node, and they always yield to any other
node, whether or not it is isolated or connected. As an isolated
node lacks a connection to any other node, there is no reason to
attempt to preserve its configuration if it conflicts with another
node with which it could network if alternatively configured.

An isolated Node u yields to Node v by taking on its
configuration, i.e. adopting Node v’s ad hoc routing protocol
configuration and changing its RSN to match Node v’s.

A connected Node u, i.e. a node that is part of a region
consisting of at least two nodes, takes corrective action only if
its RSN is less than the RSN of Node v. If Node u is operating
the same protocol(s) as Node v, but Node v has a higher RSN
associated with its protocol(s) then Node u takes local
corrective action by updating its lagging RSN to match Node
v’s superior declared RSN. This corrective action ensures that a
region of nodes that share the same protocol will eventually
share the same RSN, enabling each of the nodes to take the
same unilateral, but regional, action with regard to that ad hoc
routing protocol. If Node u is only operating its A protocol and
it receives a Node Status message from Node v indicating that
Node v is operating one (or two) different ad hoc routing
protocol(s), Node u yields to one of Node v’s ad hoc routing
protocols if it has a lower RSN by activating its B protocol and
setting it to match the configuration of the corresponding
protocol in Node v.

Predicate Two: Local Checking and Local Correction:
Node u receives interrupts from the Neighbourhood Table
when a neighbour entry is modified, e.g. a neighbour entry is
removed or a neighbour that was operating a single protocol
starts simultaneously operating two protocols. When Node u is
simultaneously operating two protocols itself, it ensures that at
least one of its neighbours is operating one of Node u’s two
protocols in single operation mode. If Node u# does not have at
least one such neighbour, it deactivates the first protocol for
which it detects this change; the only reason for Node u to
operate two protocols simultaneously is to facilitate
internetworking between heterogeneous regions.

In making use of the signalling generated by the primary
network-layer components, the CCDR protocol is not slow to
react to configuration conflicts. By its very nature, a conflict
can only occur when a node attempts to contact another node.
Both isolated nodes and connected nodes detect conflicts in a
timely manner. Connected nodes, by definition, must signal
regularly or else they lose contact with their neighbours. The
ambient signalling provided by connected regions of nodes
allows both isolated and connected nodes to detect and resolve
any configuration conflicts that may exist. An isolated node in
the presence of other isolated nodes can only detect and resolve
conflicts if it starts signalling to those nodes and forces them to
adopt its configuration. By definition, a node will start
signalling if it wants to form a network with other nodes as a
result of demands from higher layers. Such an isolated node
would, by definition, issue route requests or hello packets,
regardless of the type of ad hoc routing protocol. Such
signalling will illicit route responses or hello packets from the
newly connected and configured nodes, which were formerly
quiet, isolated and possibly incompatibly configured, thus
allowing normal ad hoc networking to occur.

VI. CONCLUSIONS

The diverse nature of mobile ad hoc networks suggests that
they should be enabled to choose from a suite of routing
protocols at runtime. In making the routing protocol a variable
parameter of the network-layer, issues surrounding the
collaborative organisation of nodes arise. We have presented a
novel robust, very-low cost, reactive auto-configuration
protocol, based on the concept of self-stabilization by local
checking and correction, which ensures that a consistent, stable
configuration persists across connected regions of nodes, even
in the event of naturally occurring network events such as node
migration and network mergers. Using this stable platform, it
may be possible to construct a proactive reconfiguration
protocol which adapts the network’s configuration in response
to the prevailing networking conditions. While this
auto-configuration protocol has been developed for use at the
network-layer, the design conditions that were imposed on it
make it suitable for use at the MAC layer or physical layer.
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